We show that single qubit quantum fingerprinting without shared randomness is feasible with linear optics and is demonstrably superior to its classical counterpart. Furthermore a shared source of entanglement, provided for example by a parametric down converter, permits 100% reliable quantum fingerprinting, which outperforms classical fingerprinting even with arbitrary amounts of shared randomness.
CLASSICAL AND QUANTUM FINGERPRINTING
More precisely, fingerprinting (within the simultaneous message-passing model 1 ) operates as follows. A supplier, Sapna, provides Alice and Bob with messages m A and m B , respectively, from a set M with M distinct messages; we can think of these messages as being bit strings of size log M (log ≡ log 2 ). Alice and Bob cannot communicate with each other and yet the equality or otherwise of m A and m B must be established. A referee, Roger (R), is introduced whose role is to determine
i.e. whether the messages are equal or not. However, communication is expensive so Alice and Bob cannot simply send their messages to Roger. Instead they employ some fingerprint-generating protocol for each to generate a relatively short fingerprint f A ∈ F A and f B ∈ F B , which are then sent to Roger who compares f A and f B to infer Eq(m A , m B ).
Here we assume that Alice and Bob employ the same protocol for generating fingerprints from messages 5 and share the same fingerprint sets F ≡ F A = F B . In the classical case, the fingerprint set is a bit string F = {0, 1} n , and in the quantum case, F = H n 2 for H 2 = span{|0 , |1 }, with n the length of the fingerprint in terms of bits for the classical case and in terms of qubits for the quantum case. An objective of a quantum fingerprinting protocol is low communication cost (n is small) whilst M becomes large. The efficacy of the scheme is characterized by its guaranteed success rate, known as the worst case scenario (WCS), which corresponds to a malicious Sapna who deliberately sends messages that cause the scheme to fail maximally.
Here we introduce a linear optics scheme that realizes a one-qubit fingerprinting protocol (n = 1, F = H 2 ), which is demonstrably superior to one-bit fingerprinting. 4 Two scenarios are considered: (1) Alice and Bob each receive unentangled simultaneous single photons, either simultaneously generated by a single-photonon-demand source 7 or simultaneously receive photons such as two horizontally polarized photons (we identify the logical state |0 with horizontal and the logical state |1 with vertical polarization) from a parametric down converter (PDC) 8 ; and (2) Alice and Bob share a source of entangled photon pairs producing the Bell state
In the first scenario, we are able to show that a linear optical single-qubit quantum fingerprinting scheme demonstrably outperforms classical fingerprinting without a shared resource. In the second scenario, Alice and Bob share entanglement, and we show that this scheme can yield perfect one-qubit fingerprinting and thereby outperform any fingerprinting with an arbitrary amount of shared randomness.
Single-qubit quantum fingerprinting is optimally performed as follows. Alice and Bob employ a protocol for mapping their respective messages to single-qubit states designated by
For every m ∈ M ∃ a unique |Ω . Here we may assume that Alice and Bob employ the same mapping, namely that m A = m B ⇔ |Ω mA = |Ω mB * . Immediately we see an advantage and a disadvantage of onebit quantum vs classical fingerprinting: in the classical case, the single-bit fingerprinting assumes only two values (0 and 1) hence the fingerprints must be identical for some distinct messages if M > 2; in the quantum case, the state of the single qubit can be distinct for each message, but the disadvantage is that the singlequbit fingerprints are not orthogonal, hence not perfectly distinguishable. Despite the limits to distinguishing qubit states, we show that the quantum scheme nevertheless outperforms its classical counterpart. * One-sided errors are important in cases where one type of error is intolerable. For example, suppose that a suspicious person is taken into custody, fingerprinted (in this case an image of the real fingerprint is taken) and the fingerprint is compared against a fingerprint registry of escaped prisoners. If there is a match, this suspicious person is treated as an escaped felon; no match allows the person to be set free. In this case a one-sided error that incorrectly identifies the person as a felon is tolerable because subsequent tests are then conducted to verify the identity, but an error that results in a fugitive being released is intolerable; hence a one-sided error is appropriate in this case.
The indistinguishability of two qubits is quantified by
which ranges between unity for identical states and zero for orthogonal states. The optimal quantum fingerprinting strategy is to maintain maximum distinguishability of qubit states. In the WCS, Roger's error rate is determined by min δ(Ω , Ω); hence the states should be chosen to minimize the maximum overlap between any two states. A convenient way to select the states is to represent the states on the sphere, with θ and φ the azimuthal and polar angles, respectively, and choose points on the sphere that are maximally separated. 4 For some values of M the points correspond to the intersection of the sphere with a polyhedron inscribed within the sphere. For M = 4 the appropriate polyhedron is the tetrahedron, and an appropriate set of states is given by
Thus, for M = 4, δ(Ω , Ω) = 
for I 2 ≡ I ⊗ I and with the first state on the right being the ancilla qubit prepared in the |0 state, and the latter two states are the qubits sent by Alice and Bob. Roger performs the measurement |1 1| on the output ancilla qubit with result r ∈ {0, 1} corresponding to the ancilla being in state |r . Roger's inference is
which is correct for r = 1 but incorrect with probability
if r = 0. This is a one-sided error scheme: if Roger obtains ancilla measurement result r = 1, he is certain that the states differ, but, if he measures r = 0, he infers that the states are the same with an error of p err . In the WCS, Sapna always sends states that are the same. Hence Roger always obtains r = 0 and infers m A = m B with success probability p success = 1 − p err . For M = 4 and encoding in the 'tetrahedral' states (Eq. (5)), p err =
OPTICAL QUANTUM FINGERPRINTING
A deterministic c-SWAP gate is not available in a linear optical system, but in treating the M = 4 case, we show that the c-SWAP is not required. Alice and Bob each send a single photonic qubit encoded in polarization to Roger who only needs to measure whether the photons are in the same polarization or not. We propose that this c-SWAP gate be substituted by a Bell state discriminator, which can be used to determine whether the state |Ψ − has been obtained vs the three other Bell states
This discrimination is performed by directing the two photons, one from Alice and the other from Bob, through a beam splitter and then observing a coincidence of photodetections at the two output ports; the other three Bell states yield two photons from the same output and hence are distinguishable from |Ψ − .
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We show that this Bell state discriminator replaces the c-SWAP for single-qubit quantum fingerprinting with or without shared entanglement between Alice and Bob.
For M = 4, Alice and Bob each receive two-bit messages, which are used to choose one of the four tetrahedral states for encoding the message. The proposed schemes are depicted in Fig. 2 for the cases of Alice and Bob possessing two independent photons provided either by (a) a single photon source (SPS) belonging to each of them or (b) Alice and Bob sharing a Type I parametric down converter (PDC) that produces a pair of simultaneously produced identical photons of the same polarization with no entanglement; in (c) we consider two back-to-back Type I PDCs set up to produce a polarization-entangled state of two photons that provide Alice and Bob with a shared ebit. The first scheme has the advantages of the sources being localized and strictly under the control of each of Alice and Bob, plus the SPS would produce photons on demand. Scheme (b) produces pairs at random times, and can produce higher-order events, but is easier than (a) to produce with current technology. The third scheme creates entangled photon pairs and is an additional resource of information that Alice and Bob can share.
As depicted in Fig. 2 , Roger receives the photons from Alice and Bob and mixes them at a 50:50 beam splitter. The two beam splitter outputs are directed to identical photodetectors (hence measure photons of the same polarization) and their electronic outputs are directed to a logic circuit. If Alice and Bob send Roger identical photons, both photons will leave the same port of the beam splitter, hence no coincidence. This phenomenon of an output coincidence reduction for identical photons impinging on a 50:50 beam splitter is known as the Hong-Ou-Mandel (HOM) dip.
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Following the same notation as for the c-SWAP, Roger assigns r := 0 for no coincidence and r := 1 for a coincidence, then infers equality of the messages according to Eq. (7). The result r = 1 guarantees the messages are unequal but r = 0 only indicates that the messages were possibly the same. In fact this HOM dip scheme is equivalent to the c-SWAP quantum fingerprinting scheme for M = 4 because, as with the c-SWAP case, δ(Ω, Ω ) = , it is superior to the deterministic one-bit fingerprinting scheme with its guaranteed failure rate † .
We have established the superiority of quantum fingerprinting assuming ideal detection, but the inability to discriminate between one and two photons may reduce the success rate below p success . We analyze the case where each detector is a single-photon counting module (SPCM) characterized by its efficiency for † Roger can introduce random protocols that can improve his success rate for the classical case, but it is shown 4 that similar protocols can be introduced for the quantum case that will increase Roger's success rate beyond any that can be achieved classically. detecting a single photon ‡ . As there are only two photons and two SPCMs in the system (one at each output port of the beam splitter), the probability of jointly detecting a photon in each detector is thus 2 ; the probability of not detecting either photon is (1 − ) 2 ; as there are two ways of detecting only one photon in each detector the probability that this occurs is 2 (1 − ). In the WCS, the success rate is given by
where we have discarded events where no photons were detected. For example, if the detector efficiency is = 0.4, the guaranteed success rate is p success ( = 0.4) = 1 12 , but this is still better than the guaranteed classical success rate of zero. If discriminating photodetectors such as the VLPC are used, 11 the success rate is 1 3 post-selected on detecting the photons. Therefore, single-qubit quantum fingerprinting always outperforms single-bit deterministic fingerprinting for any positive detector efficiency .
USING AN ENTANGLEMENT RESOURCE
Despite single-qubit fingerprinting demonstrably outperforming classical one-bit fingerprinting, the error rate is high. Now we consider the scheme depicted in Fig. 2(c) , which provides Alice and Bob with polarizationentangled photons and observe that this scheme can provide a zero error rate and outperforms classical fingerprinting, even in the non-deterministic case where Alice and Bob share random numbers. It is important to compare the shared entanglement case to the classical scheme with shared randomness because, if Alice and Bob are permitted to share entanglement, then they must be able to share randomness, for example ‡ If detecting both photons is important, then an array of SPCMs or a visible-light photon counter (VLPC)
11 could be used .
simply by performing measurements on their respective shares of the entangled states to create a shared random key.
We assume that the maximally entangled state shared by Alice and Bob is the Bell state represented by Eq. (2). Alice and Bob each receive a two-bit message from Sapna (we are continuing to work with M = 4), and Alice and Bob each apply one of the four Pauli operations {I, X, Y, Z} with the result that the state sent to Roger is one of the four Bell states. If Alice and Bob perform the same transformation, the state |Ψ (−) transforms to itself (up to a global phase); if Alice and Bob apply different transformations, the state |Ψ (−) maps to one of the other three Bell states. Thus, for Roger to determine whether the messages are the same or different, he needs only to detect whether he has received the state |Ψ (−) or not. The HOM dip apparatus discussed earlier, and depicted in Fig. 2 , suffices as a discriminator between the Bell state |Ψ (−) and the other three Bell states. 9 For perfectly efficient detectors, a coincidence is guaranteed for an input Bell state |Ψ (−) , and no coincidence occurs for the other Bell states. Therefore, Alice and Bob can achieve p success = 1 with perfect detectors and by consuming one ebit for each pair of two-bit messages they receive from Sapna.
This success rate of 100% is unachievable in classical one-bit fingerprinting regardless of how many random bits Alice and Bob share. If Alice and Bob share one random bit (in the case of a shared ebit, Alice and Bob could convert their ebit to a shared random bit if they wish), Roger's success rate for classical one-bit fingerprinting rises from zero (in the deterministic case) to 1 2 . If Alice and Bob share an arbitrarily large number of random bits, Roger's success rate improves but cannot exceed 2 3 for any fixed number of random bits. 5 Of course limited detector efficiency for the entangled scheme will diminish the success rate, but any success rate beyond 2 3 is superior to the classical case.
DISCUSSION
We have established that quantum fingerprinting is feasible in the context of experimental quantum optics and can significantly outperform classical fingerprinting within the simultaneous message passing model. Two cases have been considered for single-qubit fingerprinting and two-bit messages: (i) deterministic one-qubit quantum fingerprinting can be performed with a success rate of 1 3 compared to a 0% success rate for deterministic classical one-bit fingerprinting and (ii) one-qubit quantum fingerprinting with shared entanglement of one ebit between Alice and Bob can achieve a 100% success rate vs deterministic one-bit fingerprinting with arbitrarily large shared randomness having a success rate that is strictly less than 2 3 . Thus, quantum fingerprinting is valuable, not only in the domain of many qubits, 3 but also in the single qubit regime. In addition to establishing quantum fingerprinting as an experimentally viable quantum communication system that is quite distinct from other quantum information protocols, our analysis creates a foundation for developing quantum fingerprinting with more qubits thereby exploiting the remarkable exponential savings of quantum vs classical fingerprinting.
